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IT Control Objectives for Sarbanes-Oxley | =o& &d& a5 56 o7
. 1. Acquire and maintain application software. Al2 @ * - T e
2 Acquire and maintain technology Al ® = L
infrastructure.
3. Enable operations. Al4 @ @ @ @
4. Install and accredit solutions and changes.  AI7 L L J L L
5. Manage changes. Al6 e e
6. Define and manage service levels. DS L L J L J L J
7. Manage third-party services. 052 L L J L J L J
8. Ensure systems security. D55 L L
9 @ @
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Figure 2—Common Elements of Organizations

Entity-level
Controls

Entity-level controls set
the tone and culture of
the organization.

IT entity-lewel

controls are part

of a company’s

overall control
anvironment.

Controls include:

= Strategies and plans

= Policies and procer.urss

= Risk assessment
activities

= Training and eruca ion

= Quality assur nce

= [nternal aud’
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that provide a reliable operating
environment and suopoct the effective
operation of applicaticn costrols

Controls include:
= Program development
= Program changes

= Access to programs and data

= Computer operations

Application Controls

Executive Controls embedded within business process
Managememt applications directly support financial control
ohjectives. Such controls can be found in most
financial applications including large systams
g g = g g such as SAP and Oracle as well as smaller
EE EE E% Ed 0TS systems such as ACCPAC,
8= 8Bs b= e N . . )
28 25 = Control objectives/assertions include:
i EE = = = Completeness
= Accuracy
= Existence/authorization
IT Services = Presentation/disclosure
O5/Datan. wcomsComtinuity MNetworks
IT General Guntrols 99 1T
Controls embedded within IT processes = X‘” = o
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PABRITTEE OF SPONSORING
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SUIDAMCE MEWSROOM

SPONSORING ORGANIZATIONS: Welcome
American Accounting

i COS0O is recognized the world over for
Association

prowiding guidance on critical aspects
of organizational governance .
business ethics, internal control
enterprise risk management, fraud,
and financial reporting. ¥YWe hope you

Vo, ~rmerican Institute of
¥ Certified Public Accountants

find the information on this site to be

Financi ial Executives helpful and we welcome your input on
. Internationat any COSO drafts exposed for
comment.

Institute of
Management Accountants

Wiihat's Mewsr
Guidance orr Monitoring fnfernal
Comnfrof Systems

The Institute of
Internal Auditors

EOOS OS50 is pleased to release the first volurme of its monitaring
Comprising the professional associations listed guidance — the Introduction. This business guidance more
fully develops the monitaring component of the #&fesse/

abowe, the Committee of Sponsoring
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IT=

G. Build Sustainability
= Consider automating conigols to

ITSHI2 £ H 2t
230 sdE
B Otol )|

testing effort.
= Rationalize to eliminate
and duplicate controls.

4. Evaluate Control
Design and Operating

Effectivenass
- = Determine that all key
2. Assess I.T F.hSk conmtrols are documented.
= Aommss the likelihood « Test controls to confirm
1. Plan and and impact of IT thelr aperating
Scope IT Controls ?il'l_'litnel:”i‘: g?ﬁsemgm effect veness.
= Review overall project L .
documentation and emor or fraud. G F’rul:trlmzeland Remediate
identify application Deficiencies )
controls. = Evaluate deficiencies by assessing
= |dentify in-scope their impact and likelihood of causing

financial staterment error or fraud.
= Consider whether compensating controls
exist and can be relied upon.

applications.

= |dentify in-scope
infrastructure and
databases.

=

ITS X0 CH

= A3t

Business Value

3. Document Controls

= Document application controls (automated ar
configured comtrols and hybrid comtrols).

= Document IT general controls (access.
program development and change, and
computer operations).

3
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A company’s management, with

ure 8—Sarbanes-0Oxley

the participation of the principal
executive and financial officers
(the certifying officers)

1. Certifying officers are
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responsible for establishing and
maintaining internal control over
financial reporting.

. Certifying officers have designed
such internal control over
financial reporting, or caused
such internal control over
financial reporting to be

designed under their supervision,

to provide reasonable assurance
regarding the reliability of
financial reporting and the
preparation of financial
statements for external purposes
in accordance with generally
accepted accounting principles.™
ANy changes in the company’s
internal control owver financial
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Corporate management, executives and
financial officers ("“management” has
not been defined by the PCAOB)

1. A statement of management’s
responsibility for establishing and
maintaining adequate internal control
over financial reporting for the
company

2. A statement identifying the framework
used by management to conduct the
required assessment of the effective-
ness of the company’s internal
control over financial reporting

3. An assessment of the effectiveness
of the company’s internal control
over financial reporting as of the
end of the company’s most recent
fiscal yvear, including an explicit
statement whether internal
control over financial reporting
is effective

4. A statement that the registered

DAL,
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